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Keeping children 
safe online

Workshop for Parents and Carers

""It would be very nice if they wouldn’t say ‘Be careful who 
you’re talking to online, they might not be who you think they 

are’, and instead ‘If anything at all makes you even slightly 
uncomfortable, then you can talk to someone.'"

Jess, 17



What to expect from the workshop

Safeguarding Self-care Housekeeping

3 key takeaways:

• Understanding of the risks and benefits of being online for children

• Practical things you can do to help keep your children safe online

• Knowledge of the tools and resources that can help you



Children’s use of technology and the internet

16+

Source: OFCOM Children’s Media Use & Attitudes 2021/22
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Positives vs. risks

✓Chat with friends 
and family

✓Get creative

✓Access to information 
and support 

✓Playing games and 
enjoying videos 

× Unwanted contact

× Seeing something untrue

× Oversharing personal 
information and location

× Impact on mental health 
and wellbeing



How to manage the risks

What they share

Risks can happen anywhere, to anyone, at any time. 

What they seeWho they chat to



What type of parent are you?

Confident
Confident ControllingCasual



Mental health 
and wellbeing



Impact on mental health and wellbeing 

Positives

✓ Able to connect with like-minded people

✓ Express yourself and experiment with your 
identity

✓ Access to support networks and advice on 
any topic

✓ Have a voice about important issues

✓ Being socially connected to others can 
ease things like worries, stress and 
depression

Negatives

x Comparison to other people’s images and 
lives

x Constant fear of missing out (FOMO)

x Impact on mood, self-esteem, relationships, 
friendships

x Feeling always available and finding it hard to 
‘switch off’

x Feeling judged or ridiculed 



Life through a filter

Children see images and videos like this 
online every day.​

It can lead to unrealistic comparisons and 
drive to achieve the unachievable. ​​

This can affect all children, regardless of 
gender. ​

It’s not just faces that are filtered – bodies 
and lives are heavily filtered too.

Remind young people that social media is 
a highlights reel. 



Supporting your child

Ways to feel good online:

• Clean up your feed – unfollow and 
mute accounts which make you feel sad 
and start following accounts which make 
you feel positive

• Remember not everything you see is real

• Don’t focus on the ‘likes’

• Decide when you want notifications

• Take a break from scrolling

Support children with mental health 
and wellbeing:

Parents and carers
Contact the Young Minds parents 
helpline on 0808 802 5544

Young people
Contact Childline on 0800 1111

Use the Young Minds crisis messenger
‘Text YM to 85258’
And visit youngminds.org.uk for 
more advice



Nudes



Sharing ‘nudes’ online

This is an issue which affects all ages because the motive 
behind sending the image isn‘t always sexual.

Sending nudes or sexting is when someone 
shares a sexual message, nude or semi-
nude with another person.

They can be sent through any device and 
online platforms.

They can be sent as an image, video or part of 
a livestream.

It is against the law to send, store and take an 
indecent images of under 18s.

Young people use terms like ‘nudes’, ‘pics4pics’ 
rather than sexting.

But why do children send nudes?
• For fun or for a dare

• Exploring their body and/or sexuality and 
unaware of the potential risks

• To boost their self-esteem

• Feeling like it’s expected

• Blackmail

• Seeing adults doing it in the media



What are the risks?

• ​ Shared/forwarded without a child’s 
knowledge or consent

• Images can resurface years later 

• Can lead to manipulation, threats and 
blackmail

• Can lead to shame and bullying from others 

• Impact on a child’s mental health and 
wellbeing 

• Negative impact on friendships and 
relationships

• Impact on future opportunities



‘….the next day, my pictures 
were all around school even 
though he sent me a picture 

first’. Girl, 14

Sharing someone else’s nude online

Young people can share someone else’s nude for many 
reasons.

Children could do this without realising it’s wrong (or 
illegal).

However, it is never ok to share someone else’s image as 
this behaviour can cause distress and harm to a young 
person.

It is against the law for anyone, including a 
child, to send, receive or share sexual, nude 
or semi-nudes of a child.



Watch the videos on Childline’s 
YouTube channel  

Respond to pressure from others 
with the Zipit app

Talk PANTS and teach younger 
children the underwear rule

Resources to support and educate your child



Supporting your child

Reporting a sexual image of a child which has been shared 
online​:

• Adults should report to the IWF report.iwf.org.uk

• Children can report nude images or videos of themselves to 
be taken down from the internet using the IWF and 
Childline Report Remove tool – search Childline for ‘report a 
nude image online’

• Never share the image unless it is to one of these reporting 
tools as this would be against the law.

• Report sexual or inappropriate contact from an adult online 
to CEOP ceop.police.uk

Children may feel…

• worried

• embarrassed

• distressed

• ashamed

• OK



Online bullying



But what does online bullying look like?

• Unkind or threatening messages

• Creating and sharing embarrassing images or videos 

• Publicly shaming someone 

• Exclusion from something like a game or group chat

• Trolling – sending anonymous menacing or upsetting 
messages 

• Deliberately annoying or harassing someone (multiple 
‘likes’)

• Using the child’s identity to post embarrassing content by 
creating fake accounts or hijacking their account

• Setting up hate accounts or posting stories, images or 
videos encouraging others to hate. 

What is online bullying?

Online bullying, or cyberbullying, is bullying that 

takes place online.

Unlike offline bullying, it can happen to a child 

wherever they go, 24/7. Whoever is doing the 

bullying can also remain anonymous.

Children experience online bullying for different 

reasons, including anything from how they look 

and where they are from to their preferences 

and interests.

It can have a significant impact in other areas of 

their lives including mental health and 

wellbeing, school life and friendships and family 

life. 



Signs and impact of online bullying

Source: BullyingUK

• Sudden and unexplained changes in 
behaviour and mood

• Withdrawal from online and offline 
activities

• Fear of taking part in online or offline 
activities

• Low self-esteem and highly self-critical

• Problems with sleeping or eating

• Impact on wellbeing and mental health

• In extreme cases, self-harm



Supporting your child

If your child has seen or experienced 
online bullying:

• reassure them

• remind them any bullying is never OK

• help them to block and report

• let them know they can always talk to 
you or Childline

• talk to your child’s school/club.

If your child has bullied online:

• remind them what cyberbullying is 

• help them to think about how their actions 
affect others

• talk to them about what they should do 
differently 

• tell them what will happen next 

• help them to say sorry 



Persuasive design 
and screens



How often do you think we check our phones on average?

5-10 minutes

10-15 minutes

15-20 minutes

20-25 minutes

25-30 minutes

*Ofcom Communications Market Report 2018



How do our devices keep us coming back?

Pull to refresh
…just pull down for more 
content if you’re bored

App notifications
…your friend has posted 
so you better check the 

app

Auto-play
…your device will press 

play for you

Infinite scrolling
…you’ll never get to 

the end

Notifications colour
…as it’s in red you better open 

it 

1

Ellipsis
…your friend is typing 
so you better stay on 

the app

Rewards
…you better go on the 
app to get your daily 

reward

Suggested content
…the app’s got your 
next friend or video 

lined up



Taking back control of how long we spend online

Adjust notification settings

Set app time limits

Use wellbeing apps and settings

Turn on ‘do not disturb’ or use 
‘night-mode’

But remember it’s not just 
about how long we spend 
online. It’s important to 
think about what we are 
doing as well…

Now that we know about the features used to keep 
our attention, we can take back control through a 
few simple steps: 



Screen time vs screen use

The facts:

• There are both benefits and risks to being online.

• You can experience risks even when online for a short time.

• Taking a break from apps and devices can be hard.

• Children can benefit from support with managing how long 
they spend online. 

• There is no set amount of time we should or shouldn’t go 
online.

• Sometimes routines need to change.

Screen time refers to the 
amount of time children spend 

online or in front of screens. 

Screen use refers to what 
children are doing online, 

including what they are looking 
at and who they a talking to. 



Top tips for supporting your child

Focusing on screen use 

• Quality of use over quantity

• Talk openly about screen use

• Make it purposeful

• Model good screen use 
boundaries

• Use wellbeing tools as a guide

6 tips for reducing children’s screen time 

1. Create a family plan 

2. Be aware but not judgemental 

3. Think about your own media use

4. Prioritise face-to-face interaction

5. Be snack aware

6. Protect sleep – avoid 1 hour before

Royal College of Paediatrics and Child Health (RCPCH) 2019



Social Media



What is social media?

Social media are websites and apps 
that allow us to create and share 
content with others.

Social media also allows us to 
connect with others through 
comments, direct messaging, ‘likes’ 
etc.

Do you know the apps and their age 

ratings?

Facebook Instagram Twitter

TikTok Snapchat PopJam

13+ 13+ 13+

13+ 13+ 7+



What are the risks?

• Oversharing personal information
• Live and frequent locations

What they share with others

Who they are connected with

• They may be contacted by people they don’t know and they 
could see what the child has shared

• They could see or experience cyberbullying

What they see shared by others

• They could see upsetting or worrying posts and comments
• They could click on links shared by others



Do you know your reels from your streaks?

Snaps Pictures or videos sent on Snapchat which can last for up to 10 seconds or can be on screen 
until you come off the picture

15 second videos on Instagram with added effects and music

Videos which appear outside your regular feed and can be viewed for 24 hours

A way to connect and find posts under any topic

Reels

Streak

Hashtag

Stories

A reward on Snapchat for sending a snap everyday



Supporting your child

• Check the age ratings before they sign up.

• Set up new accounts together
✓ Support with choosing profile pictures and usernames
✓ Educate children about what info isn’t needed (look 

for the *) 
✓ Make sure accounts are set to private
✓ Turn off location settings
✓ Adjust who can contact your child 
✓ Remind them some things are always public.

• Talk about only accepting friend requests 
from people they know and have met before.

• Get to know the tools together.

Useful tools:                                                 
… On pages or posts to report and 
block

Use the take a break feature to 
pause someone who you are connected 
with

Limit who can see different parts of 
your account, like stories

Use the unfriend button to remove 
any unwanted followers



Practical ways to keep your child safe online

With younger children

✓ Supervise

✓ Turn off autoplay settings 

✓ Put safety settings on

✓ Agree rules and boundaries 
together

With older children

✓ Ask for their help to set up 
apps  safely 

✓ Explore together

✓ Look at Childline’s website for 
advice on sensitive topics 

✓ Watch Childline’s YouTube 
channel

✓ Be realistic with rules



Explore the online safety hubs on 
NSPCC and Childline for more advice and information. 

nspcc.org.uk/online-safety www.childline.org.uk/online-safety

More advice



Get support for you and your child

If you’re worried about the welfare of a child 
then call the NSPCC helpline on 0808 800 

5000 or help@nspcc.org.uk

If your child is worried about something then 
they can contact Childline for support on 0800 

1111 or childline.org.uk, or look at the 
message boards

Speak to other parents:
• Share knowledge
• Share tips
• Share supervision



Keeping children 
safe online
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Sign up to receive our monthly online safety 
newsletter


